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Abstract

This article aims to briefly explain the
procedures of processing data and different
variations of its utilization. Then, illustrate how
this is used by dominant internet companies such
as Google, Amazon, and Meta, to obtain
sustainable user monetization in their enterprise
lifecycle. Further reflecting on the business
models of these "superstar companies, covering
search engine, e-commerce, and social media
platforms, analyzing the overall trends of the
internet. Lastly, linking the above aspects to laws
and moral principles, discuss current
phonomimes such as data leaks, marginalization,
and cyberbullying, concluding about the future
of the internet.
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Introduction

Through the continuous development of the
human economy, businesses begin to wonder if
there is a standardized process that could replace
redundant human labor, increase mass
production possibility and enhance productivity.
As we further develop computation power,
network transaction speed, and data storage
capacity, we can assemble these aspects to

facilitate more advanced artificial intelligence —
also known as Al. Al represents the “simulation
of redundant human intelligence with machines”
and can be utilized in a variety of industries.

Al learning circle

The essence of Al technology is its deep learning
model, which is constructed by unique
algorithms. Models are the “representation of
construction and working of some system”, and
can perform tasks such as analyzing, predicting,
and anticipating how changes affect the
operation of a certain system. Models can be
deterministic, stochastic, static, or dynamic,
depending on the variability of input or output
variables, and whether it is time-varying or not.

Briefly speaking, to create a model under the
circumstance that you have a large database, the
overall learning process can be divided into three
phases, data cleaning, data labeling, and data
mining.

Firstly, data cleaning. It is a process needed for
"noise” reduction and valid data extraction,
which is to sieve inaccurate data including typos
and inconsistencies and preprocess the data for
further use. This is achieved by human
inspection or programming, specifically with
techniques  using  schema-related  data
transformations, aided with data-set
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characteristics that comprehensive metadata
provides.

Secondly, data labeling must occur to categorize
data into varying clusters or identify the required
to execute a specific topic of learning. This is
often carried out through human labor or a
clustering algorithm, while its efficiency is
enhanced through techniques such as sampling,
which is arbitrarily choosing a small data set in
the original data set, so the clustering algorithm
can be executed on the small sampled set.

Lastly, data mining strives to identify the
correlations in existing data using a data-mining
algorithm. This process can be divided into two
types of learning: feature learning and supervised
learning. Feature learning uses a classifier to
identify the unique features amongst databases
with different modalities. Supervised learning
only requires data of a single modality, and
strives to find the inner correlation in a single
modality of data.

Sometimes, the algorithms applied in the three
processes above also have a self-learning system,
allowing them to enhance accuracy and
productivity automatically.

After the three learning processes above, before
an Al goes on the market, two processes must be
performed in an iterative, which are supervised
training and mistake perfection.

Supervised training fosters the development of a
shared representation learning setting, which
makes the model modality-variant through the
capturing of relationships between a variety of
modalities by feature representations. While
mistake perfection represents the re-analyzing of
more specified data through data mining
algorithms.

Utilization

Generally, there are two types of Al, narrow Al,
and AGI. Narrow Al is artificial intelligence that
is designed to perform a single task exclusively,
such as voice assistants and self-driving cars.
While AGI, which is the abbreviation for
artificial general intelligence, signifies a machine
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that simulates human-like thinking, is equipped
with generalized knowledge, and can apply
intelligence to resolve issues in many different
fields.

Narrow Al can be divided into 3 sectors based on
their functions, which are service Al, tool Al,
and motor Al. As their names suggest, service Al
such as SIRI or Healthcare Al provides service
to consumers. Tool Al such as prediction Al or
spam filters is utilized as a tool to help improve
the consumer experience. While motor Al is
mostly used in manufacturing because it replaces
repetitive work done by human labor.

E-commerce Al is also separated into different
sectors, B2B Al and B2C Al. In the following
paragraph, we will be focusing on the three types
of B2C Al, which are recommendation engines,
real-time auctions, decision-making Al and
buyer agent Al, then, briefly introduce B2B Al.

Recommendation engine (In addition to user
portfolio creating engine)

The recommendation engine is a widespread
technology applied in multiple eminent apps
such as Instagram, YouTube, TikTok, etc. A
recommendation engine is applied in
personalizing web pages, by suggesting content
based on the user's online cookies profile.

A typical example of a user profile may contain
user characteristics such as age, gender, hobbies,
behavioral patterns, and user preferences. The
four most famous recommendation systems are
collaborative recommendation, content-based
recommendation, social recommendation, and
hybrid recommendation. Their method of
deducing a user's interest representatively is,
referencing to alike user preferences, identifying
the user's social relationships, corresponding to
the content description, and evaluating past
behaviors.

Due to the fickleness of human nature, a user's
profile is frequently updated to match user
preferences. Subsequently, a recommendation
engine can be applied.

Realtime auction
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The real-time auction aims to match “the buyer
of ad impressions and the associated audiences”.
It is often utilized in web server platforms such
as Google and Baidu, also known as the real-time
advertisement auction bidding system.

At the moment that the user presses the "search™
button, small pieces of user information will be
transferred to different webpage advertisers. The
different advertisers will then bid various
amounts of money via unique algorithms. Then,
from the price high to low, the web pages will be
arranged in different ad slots according to how
likely they will be seen by the user.

Decision-Making Al

Decision-making Al focuses on three stages of
making a sale: pricing, promotion, and
purchasing. Specifically, by estimating the price,
recommending the promotional method, and
responding to potential purchasers.

Buyer Agent Al

Buyer Agent Al focuses on serving the consumer.

It is responsible for introducing the product’s
details, to aftersales service.

B2B Al

B2B Al is often engineered by sub-contracting
agents, striving to establish a corporative
software for communication and administration.
This endows B2B Al with the responsibility of
constructing and maintaining an integrated
supply chain, which significantly decreases the
business's inventory and rental costs. Also, it is
used to model consumer flow, evaluate
employees, manage transactions, and analyze the
product. Further, consult narrow Al in decision-
making.

How do these methods accomplish superstar
companies?

Google

Founded in 1998, in a garage of Standford
University by two undergraduates Sergey Brin
and Larry Page, it first took the name “Backrub”,
then eventually changed to “Google”, with the
mission statement of to “organize the world’s
information and make it universally accessible
and useful.” It was founded as a search engine,
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the fundamental gateway of the internet. In 1998,
August, Sergey, and Larry received their first
investment of one hundred thousand dollars,
marking the founding of Google Inc. Then, it was
moved into Googleplex, its current headquarters.

Now, Google Inc, which has changed its name to
Alphabet, is the world’s biggest technology
conglomerate.

Let's take an overview of the profit model and
current commercial plan.

Google Business Model

=B

After funding, Google was the first to develop an
algorithm that helps with ordering the displays of
the search results, using methods such as
categorizing, and evaluating trusted sources, the
corresponding level of keywords, and the
frequency that the website is being accessed.
This helped Google gain its initial popularity and
had a great advantage over different companies
in the wvertical market. Till today, Google
managed to maintain its advantage. In January
2020, Google monopolized 87.4% of the market
share of the global search engine.

Expansion and promotion - building an ecosystem
Google further expanded its advantages through
the acquisition of Android. Although Google
does not interfere with the operation of its system,
changing all of the phone's apps into Alphabet
services, this had helped Google derivatives gain
initial exposure in 2005, a year when over 80%
of the phones sold run on the Android system,
according to IDC.

In the meantime, Google aims to create an
ecosystem by increasing its service coverage. By
developing and taking over consumer-based
products, Google spent at least $23 billion
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buying 145 companies till 2014, and this number
is still steadily increasing.

There is two logic behind Google's derivatives.
First, apps such as Google Maps and Gmail are
bringing our daily needs such as maps, and
letters, onto the internet. Second, products such
as VR are creating and fulfilling new wants
incubated by the internet. These two tactics allow
Google to have a "head start" in entering the
market.

But the aspects that allow Google's derivatives to
emerge victorious amongst all the other
competitors are its wide coverage and
convenience. Through allocating conspicuous
placement of its ads and purposefully guiding the
user flow, Alphabet's wide coverage helps its
derivatives gain initial exposure and popularity.
On the other hand, the Google "one account for
all" policy, where one Google account can access
all the different Alphabet derivatives, makes the
user experience more convenient.

These features refrain users to stay in their
“comfort zones”, thus fostering user behavior.
While Google exploits users’ value of data
output, to train its logarithm and perfect its user
portfolio to give more accurate ad
recommendations, making their ad positions
more valuable, continuously monetizing from
advertisers based on user data. This continuous
cycle repeats itself as Google collects more data
from expanding different sources, using them to
analyze the overall blueprint of markets.
Allowing it to continue effectively expanding,
leading to more successful takeovers and
creations.

The increase in coverage will further stimulate
Google’s advertisers to pay higher prices for
more exposure, which contributes to Google’s
main source of income — advertisement earnings.
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Google's Business Model
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In 2017, up to 86% of Google’s revenue came
from advertising. Although this exponential
increase was affected by the pandemic, Google
still achieved an astonishing post-pandemic
bounce-back, with its total ad revenue increased
by 69% from the last quarter.

Alphabet, Google’s parent company has
acquired and developed products such as
YouTube and Google Shopping, creating
platforms to put Ads on and charge higher prices.
Specifically, Google earns advertising income by
the CPC model, when users managed to click on
a link, then advertisers must pay a fee according
to their cost per click.

Google has further expanded its advertising
income landscape in two directions, Google
Adsense and Google Admob. Google Adsense is
a website targeted at advertisement operation,
where recommended ads will be presented
according to users' portfolio as advertisers pay
for the place, time, and consumers it chooses to
present to. Meanwhile, Google “Admob makes
earning revenue easy with in-app ads”, which
aids different application-orientated businesses
to attract advertisers, while earning advertising
revenue themselves.

These acquisitions are all integral in completing
the user monetization cycle, then stimulating its
iteration, and doing it again with wider coverage
and a more accurate algorithm.

This overall business model allows advertising
income to contribute 80% of Google’s revenue
in 2019.

Meta
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Facebook, now known as Meta, a name of an app
and an internet company. It was founded in 2004
by Mark Zuckerberg, Eduardo Saverin, Dustin
Moskovitz, and Chris Hughes.

Initially, the Facebook app was a copy of
Friendster, an open social media app that has a
target market in people in Silicon Valley.
Facebook, as so-called Facebook.com, launches
in February 2004. It was targeted at students in
Harvard, then quickly got popular amongst all
college and high school students under its
influence on many other campuses.

Now, Meta has developed into a multi-
dimensional company, investing in many
"unicorn companies” including Oculus and
Instagram, which has 2.89 billion monthly active
users during the second quarter of 2021. Meta
company has 3.51 billion people using at least
one of the company's essential products every
month, making it the most influential social
media company. In the paragraphs below, 1 will
briefly introduce Meta's concepts, business
model, and application of a variety of technology.

Earning model

Although Facebook is free of charge, according
to the Facebook revenue form in FY2020, its
total revenue was $86.0 billion, with an income
of $22.9 hillion.

There are two factors contributing to this high
income, which are, low cost and high revenue.
Due to the specialty of an internet company,
Facebook has a relatively low maintenance cost,
which results in a high-profit margin of 33.9%.
The secret to Facebook's high revenue is its
unique profit models. Although many modern-
day internet companies try to copy this model,
Facebook is the only few that succeeded.

The three most common reasons why people use
social media are to maintain a relationship with
their friends, fulfilling social needs; follow
trendsetters, follow our instinct of cultural
conformity and embrace the halo effect; send and
interact under posts to present their lives, and
satisfy performance desires. As introduced above,
Facebook's initial group of users were Ivy
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League students, who are considered to be "role
models”. They acted as the primitive trendsetters,
and "helped” to incept initial user flow. This
phenomenon is then emphasized by the network
effect when as more people use the platform,
more potential consumers will be attracted.
Therefore, these consist of the basic structure of
Facebook's user flow, consisting of both trend
leaders and followers.  As the social network of
each offline will eventually be transferred to this
platform. This tremendous user flow attracts
advertisers. According to Facebook's data in
2020, more than 80% of Facebook's revenue
comes from website advertisements, consisting
of 84.2 billion dollars.

Sustainable monetization

After obtaining the initial capital aggregation,
Facebook sustains this advertisement model of
earning from two different perspectives:
Increasing user adherence and building an
ecosystem — the Metaverse.

Increase user adherence

The first step of increasing user adherence is to
maximize the fulfillment of their needs, to
maximize attraction.

The precursors of modern social media were
designed to improve communication. In the 80s
and early 90s, the initial intention of social media
was to value the purpose of reducing isolation
while using an electronic device by connecting
everyone to communicate. It has been argued
that BBS, an abbreviation of Bulletin Board
System, and AOL, meaning America Online
were the precursors of modern social media, they
are web-serves, containing many member-
created communities, sharing ideas in the format
of blogs, mainly using words.

Then, in the early 20s, with the development of
Friendster, LinkedIn, and Myspace, the methods
of communication were not only limited to text
but also solemnly included music files and
photos, stimulating your auditory and sensory
senses, Facebook was also born at this age.

Then, through the launching of the Facebook
API, where an aggregation of different third-
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party apps can enter, and run on Facebook's
platform, which eventually facilitates the
founding of the Facebook App Store. - The
multi-service business model inspired Facebook
to enable ads in 2006 and to develop the
Facebook universe we are familiar with now.

Along with the development of Instagram, the
new trend of photo communication and short-
video communication was fostered. As stated
above, users' main incentive to use social media
IS to communicate, which includes a bilateral
process of showing and seeing. Through the brief
history of the development of social media, it is
not hard to see that more auditorily stimulating
content was being produced to fulfill users'
eagerness to show and view. Maximizing the
fulfillment of their needs, "glamor" the
applications with enough attraction, making a
solid foundation for the next step — extending the
user's screen time.

The next step is to extend the time that users use
this application, to further sustain the user flow.
Meta hash successfully manipulated our
addiction by both improving their algorithm and
manipulated our addiction by both improving
their algorithm and our relationship with “friends”
(other online accounts).

From the technological perspective, Meta will
collect the data generated from its different
derivatives and create a user portfolio according
to the method we stated above. The
recommendation engine will suggest more
intriguing content to the user with the completion
of the user portfolio. Ultimately, this fosters user
habit, sustaining the user flow.

To further strengthen the user's screen time, also
to speed up the monetization cycle, social media
continuously encourages the production of more
visually appealing and more frequently
dopamine-stimulating content; from text to audio,
pictures, and videos; from 1D to 2D; seducing
you to flip for longer. So that your brain's
mesocortical, mesolimbic, and nigrostriatal
pathways will connect the social media stimuli
with the positive dopamine feedback, dragging
you further “down the road”.
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Meta is also tactful in
relationship-related emotions.

enhancing our

As the number of followers and subscribers
grows, and the number of friends using Meta’s
platform increases, Meta “kidnaps” users into
their comfort zone, since the algorithm will only
recommend things that you will like, while the
instantaneous dopamine feedback and the sense
of mystery propel users to keep flipping.

Analyzing from a phycological perspective, we
can see that capitalists are always using the
interlinking and  self-repeating  processes
mentioned above. Initially attract users by
providing a more convenient method to continue
relationships with their friends, knowing more
about each other by constructing your
personalized profile page, enhancing user's
emotions by generating the "like" button to
achieve social validation, increasing the
possibility of communication by adding
individual chat function, and adding more
auditorily stimulative methods of posting to
better "package” yourself and view others. This
process not only satisfies your prying desires but
also fulfills our successful communication and
social validation. These aspects ultimately
provide you with more frequent, intense
feedback, giving you "sugar rushes" to further
attract you into this trap wrapped in "candy
wrappers”.

These actions were proven to be successful
because according to statistics, in the US, an
adult wastes an average of 2-4 hours each day on
their devices, hours that could have been used to
contribute to improving themselves and building
their country.

But when you finally realized the company's
tactics and wanted to delete the application. The
usage of your "acquisitions" that you have, such
as relationships -friends, followers, and
subscribers- liked and collected posts to restrain
you from leaving. This self-repetitive cycle
intensifies itself due to the network effect,
resulting in monopoly and sustainable user
monetization.
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Building an ecosystem

After initial capital aggregation, Meta company
consecutively bought many profitable unicorn
companies of different product orientations, such
as Instagram in 2012, WhatsApp in 2014, and
Oculus in 2014. Then, Meta was devoted to
developing its own subsidiary companies such as
Workplace, Portal, Portal+, and Novi.

This expansion model significantly benefited
from Meta's interconnected account policies.
With one account, you can access all Meta
derivatives. This acts like a user flow guide,
making you cast the fame and entertaining
experiences in another derivative to the one you
are trying to access. Enhancing the user
experience by conveniently transferring friends
and subscriber information cross-platforms,
while mega-data such as user portfolio is also
transferred which helps platforms cultivate user
habit and enhance their adhesiveness.
Simultaneously, data collected from user internet
footprint will also contribute to the perfecting of
user portfolio, leading to more suitable content
recommended by recommendation engines, and
better-improving user experiences. This also
forms an iteration, explaining the healthy
development of the Facebook company.

The specialty of Meta's universe's big coverage
and account interconnection allows the concept
of "metaverse” to be introduced and built.
"Metaverse"”, where your daily lives such as
greeting friends, and attending meetings, are all
based on the internet, turning a 2D virtual world
of the internet, into the 3D world of multi-
sensory reality. This action allows Meta products
to further permeate into our lives, constructing an
interconnected Meta universe, linking both the
internet and reality.

The immersion experience will further foster
existing users' habits, enhance user adherence
and extend screen time, possibly, attracting new
users too. These points contribute to a more
sustainable and increasing quantity of user flow.
This increases the number of users along with
their possibility of coming over adverts,

advancing the platform's attraction to advertisers.
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This forms a capital closed cycle, achieving
sustainable user monetization.

Amazon

Amazon was founded on July 5th, 1994, as an e-
commerce website with minimal coverage of
selling books. But Jeff Bezos, as the company's
founder, always had the vision of explosive
growth and e-commerce domination through
building “an everything store”. This vision is
further reflected in the company name of
Amazon, named after the world’s largest river.

It is analyzed that over the initial month of
Amazon's emergence, Amazon had already sold
books to people across 50 states and in 45
different countries. Proving the demand of the e-
commerce market and the success of this
business model. Amazon further expanded its
scope of business, providing both tangible
products-toys, electronics- and intangible goods-
renting cloud infrastructure, data storage, and
computational power to online businesses- But
this transition was not as smooth. The books sold
before were items that are easy to store and ship,
while more fragile items such as electronics are
prone to break. Thus, in the late 90s, there was
great chaos in Amazon's headquarters due to the
new category of "kitchen™ being introduced,
while knives without protection cases are being
transported, becoming an inventory
organizational issue. But by building "more than
175 fulfillment centers around the world”, and
through the application of innovative
technologies such as the usage of parachutes,
airlines, and self-driving vehicles, Amazon was
able to have a competitive advantage of fast
delivery

Also, in 1991, Amazon started auction as a
feature, willing to compete with its emerging
competitor, eBay, by re-attracting its original
user base and promoting it as an additional
feature. Although its consumer terminal users
were satisfied because of its $250 anti-fraud
guarantee, many merchants were upset since the
bidding was low for expensive objects, thus
auction proved a great failure.
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But Amazon was successful in expanding the
scope of its business, by building relationships
with more retailers, aiming at niche market users
and users of all age groups. which is proved by
Amazon's astonishing statistics of earning $4722
per second and increasing consumer bases. This
is achieved either by more commonly, Amazon
being the middleman and helping to allocate
retailers resources, or being the supplier to
selling the products themselves, significantly
lowering the inventory costs, although some
"best seller” product was kept in stalk, lowering
consumer waiting time and transportation costs.
To further attract users, Amazon also has
discounts during the holiday season,
corresponding with its company slogan, "Spend
less, smile more™.

Currently, Amazon’s e-commerce income takes
over 77% of its net income of $322 billion
from June 2019 to 2020. Amazon's e-commerce
income is broken into 3 parts. Online stores,
third-party selling services, and partially,
subscription services. Amazon utilizes the real-
time auction technique we talked about in the
frontal paragraphs of this passage and further
specified this so prime items and items that paid
for certain keywords will be displayed at the top
of the search list, having a higher possibility to
be viewed by the consumer. Amazon's Prime
program, which originally was a consumer
loyalty program, which eliminates shipping fees,
has expanded its business scope further into
services including Video, Reading, and Music,
further fostering their internet-al coverage and
also increasing consumer adhesiveness by
fostering behavior, binding them to Amazon's
website.

Amazon further diversifies its service into web
services, physical stores, and other categories
such as co-branding products. For example,
Amazon web services, also known as AWS were
founded in 2006, they tightly grasp the business
opportunity at the start of the "internet age"”, by
providing newly founded, capital-lacking
businesses with cheaper cloud infrastructure.
Only ten years later, this side business has grown
to gain more than 30% of the market, leading
ahead of Microsoft, IBM, and Google combined,

The Journal of Young Researchers, www.joyr.org

8

The Journal of Young Researchers

and has grown rapidly since the booming of the
internet age. According to statistics in the fourth
quarter of 2019, AWS consists of more than half
of Amazon's operating income. Now, along with
the arrival of 5G technology, Amazon also
provides cutting-edge storage, transaction, and
computing for mobile devices, assisting modern-
day internet companies with lower latency to
deploy higher-capacity devices. Amazon further
achieves user monetization by seeping into our
life, combining both offline and online business
models. This is shown by Amazon's acquisition
of Whole Foods in 2017. Whole Food was
founded in 1980 and quickly occupied the
market due to its USP (unique selling point) of
organic merchandise. But as more competitive
businesses quickly entered this vertical market,
challenging its USP into a market norm, thus in
2016, Whole Foods sales decreased by 2.5
percent, and in the following year by 1.5 percent.
After the CEO of Whole Foods John Mackey
agreed to the take-over, Amazon quickly
changed Whole Foods's operating system. Firstly,
minimizing management complexities by
centralizing its suppliers and quality checks to
WFM headquarters.  Secondly, improving
consumer adhesiveness and consumer loyalty by
bringing in the Prime program. Thirdly,
expanding public exposure and stimulating the
amount of daily active users by cooperating with
Seven-Eleven, piloting Amazon's original user
base into new programs. Fourthly, making
buying groceries more convenient by exploiting
an online framework, and reducing operating
costs by reducing amount of in-store employees.
Referring to Amazon's e-commerce operational
experiences, the smooth linkage between an
online purchase and delivery was made, and this
business is especially stimulated by the
pandemic since quarantine rules caused a sudden
demand increase in delivery businesses.

Conclusion

Deep thought-similarities

One of the similarities between all of the
companies that | analyzed above is that they
profit through linking c-terminal consumers and
producers. This may seem like a flawless action,
benefiting the company, producers, and
consumers. It is also an action that suggests
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inclusivity and diversity, which are keywords of
the Internet Era.

But the harsh reality is, after companies have
gained trust from both C-side producers and
customers, they started to abuse users'
dependency. This is especially true in e-
commerce, while a variant version of the
phenomenon occurs in social networks and
search engines. On the producer side, Al tools
are used as capital slaves for adjusting the prices
for placing advertisements by predicting Al's
estimates of price elasticity; painstakingly
developed algorithms manipulating information
source by real-time auction; while some apps are
becoming like shareware, "a software that is
available free of charge”, but you have to pay to
explore more features, and for your information
to be seen. While on the consumer side, you are
likely to be subjected to data discrimination,
where the prices you got charged are more
expensive than others; privacy invasion, where
you talked about something with a friend, and it
suddenly appears as a suggested link. Internet
companies continuously try to submerge into
more market segments, using tactful methods to
force you on using their service, thus
monopolizing the consumer flow.

This is especially contrary because users come to
this platform because of their good reputation,
but instead, companies use their conventional
tricks. By first fostering user behavior then
finding or taking over products of a slightly
different orientation, usually going towards the
daily usage, or increasing coverage of a similar
field to create a closed cycle, then guiding their
original user flow to new programs, using
algorithms to collect information then
recommend contents that they may like, to gain
money or data from both the user side and
producer side. By dumping more auditorily
appealing content at an increased frequency, the
internet giants imperceptibly kidnap you in their
comfort zone and strangulate you deeper and
deeper.

What will the internet giants do after we reach
peak social, how will they compete and how will
this affect us?
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Problems associated

Privacy invasion

The internet purports to “interconnect”, to
promote international informational transfer,
cultural influence, and cross-national
communication. But one of the fundamental laws
of communication is “Privacy”.

Every time we register a new account or enter a
new website, we are forced to permit a long list
of contracts or enable cookies. But when we
think for ourselves and do not permit any clause
in that contract consisting of fancy words and
implicit meanings, we will be not allowed to use
any of their services. User privacy, our basic
right, is deprived forcefully. Although
companies promise that our data will only be
collected on this singular platform, and only be
used in content recommendation and profile
building. News reports have been bombarding
me with controversial information. From 2018,
when Facebook exposed 87 million users' data to
Cambridge Analytics; till 2021 when multiple
international airlines such as Singapore Airlines
and Air New Zealand, had serious consumer data
breaches. Facebook's 2012 experiment that
found both Google and Amazon have the
potential application of devices that identifies
our mood through listening to our voices, or
eavesdropping; till 2016 when revelations about
Russian hackers interfering with presidential
election results. It makes me wonder if there is
more "behind the scenes" if users know how to
protect themselves and what to use to protect
themselves when privacy settings could not be
turned on.

If there is a problem, then we will seek a solution.
Because of the relatively short time of rapid
development of the internet, online laws and
regulations are now forming. If more detailed
regulations about user privacy protection
including clauses such as company can't deny
service if user open privacy settings and setting
basic boundaries for online privacy rights can be
further promoted, this problem will be better
resolved.
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Discrimination — end-user consumers and businesses
in e-commerce

While users are completely transparent to
companies, the relationship between company
and user seems "foggier". The human economics
system has developed based on credit, bonded by
the trust between people. The invention of the
internet should allow information to be spread
more conveniently, so that the communication
barrier between companies and users will be
minimalized, striving to achieve information
symmetry.

But some companies are purposefully
"regenerating” an information gap between users,
obscuring the user-business transparency. The
application of Al technology, which analyses
your psychological behavior, then set different
prices for you and your friends according to your
price elasticity, maximizing profit and
promotion. To achieve this purpose, some
services, content, and product producers also
fabricate fake images, buy fake likes, and
comments, and sell, to attract consumers.

This is data deception and discrimination!

My question is, how company and user
transparency can be maintained? Also, how will
false advertising be controlled? According to the
laws in the United States, "Any person,
partnership, or corporation who violates any
provision of section 52(a) of this title shall, if the
use of the commodity advertised may be
injurious to health because of results from such
use under the conditions prescribed in the
advertisement thereof, or under such conditions
as are customary or usual, or if such violation is
with intent to defraud or mislead, be guilty of a
misdemeanor, and upon conviction shall be
punished by a fine of not more than $5,000 or by
imprisonment for not more than six months, or
by both such fine and imprisonment”, while
“section 52(a)” specifies “By United States mails,
or in or having an effect upon commerce, by any
means, for the purpose of inducing, or which is
likely to induce, directly or indirectly the
purchase of food, drugs, devices, services, or
cosmetics.
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By any means, for the purpose of inducing, or
which is likely to induce, directly or indirectly,
the purchase in or having an effect upon
commerce, of food, drugs, devices, services, or
cosmetics.” those people will be punished. But
how can this law be measured on the internet,
and whether will it has an inverse impact in the
reality-based society remains a mystery.

Discrimination — end-user consumers in social media
Discrimination does not only exist at the back of
the blinds; it also brings us to another more
known topic of cyberbullying. Cyberbullying
can be defined as the "use of communications
technology to harm, threaten, or otherwise
victimize another person”, including sexual
assaults, appearance discrimination, racism, and
more harmful actions.

Cyberbullying is mostly caused by the
interaction between users, which was initially set
with the purpose of increasing the rate of
successful social interaction through positive
responses, stimulating users' dopamine bursts.
While the thumbs up/thumbs down, comment
functions allow malicious comments to gain
direct exposure to the victim, and his/her friend
groups, having an impactful influence. In the US,
about 37% of teenagers, ages ranging from 12 to
17 have been bullied online, (one in every three)
while 30% have experienced repeated
cyberbullying. The freedom and anonymity of
social media allow users to intentionally spread
malicious comments, while the wide range of
conversations that they can access and the wide
range of users who can see their comment
emphasizes the harmful effects done to the
victim. Currently, the amount of legislation
about social media bullying regulation is few and
far between. While the anonymity of the internet
only makes the methods of prevention harder and
harder to apply.

With the popularization of social media and
chatting media, more and more people will be
affected, | wonder if the internet giants will, how
will the internet giants manage this phenomenon
while it doesn't significantly affect their income,
and their specific methods used to achieve a free
but safe internet society.
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In 2018, Berners-Lee, who is considered the
inventor of the World Wide Web said that "We
demonstrated that the Web had failed instead of
served humanity, as it was supposed to have
done, and failed in many places," and two of the
places of identification is the ™anti-human"
phenomenon in marginalization and
centralization. Technology doesn't have a right
or wrong, but it's the people who built upon it
that decide its specialty. Berners-Lee also
envisioned that the internet could become a
"destroyer of worlds" if it is treated by malicious
people. The statement is more solidified by the
current trend of the internet giants, extending
their businesses into reality. For example,
Google is building VR cameras, cars, and
interconnected homes; while Facebook changes
its name to meta, signifying metaverse; and
Amazon itself is a primitive trial of linking an
internet-based platform with reality.

Although many actions are made to make the
internet into a safe place, are they enough, will
they function or they are just capital puppets for
time to tell?
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