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Abstract
With the rapid development of technologies in
computer science, cryptography, a field
regarding how to secure data, has been widely
used in a variety of daily lives. Meanwhile,
quantum computing is rapidly developing,
where there exist some quantum algorithms
such as Shor’s Algorithm which can destroy the
most common cryptography schema, i.e., the
RSA cryptosystem. Consequently, the existing
cryptography is facing severe challenges from
the quantum computer. To overcome the threat
of quantum computing on cryptography, this
paper studies the post-quantum computing
algorithms, which are robust to the attack by
quantum computers, analyzes the existing post
quantum computing algorithms and suggests the
most promising one along with its future
forecasting.
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Introduction
With the fast development of technologies,

people pay more attention to protecting data
from being stolen by third parties, which may
result in severe damage and devastate modern
life [1,2]. Cryptography, a field regarding how
to secure data, dedicates to investigating the
ways to protect data. It acts as a significant role
in the development of data security in different
areas. Consequently, the operation of modern
society highly relies on reliable cryptography to
maintain regularity.

RSA (Rivest–Shamir–Adleman) cryptosystem
[3] is one of the most successful and frequently
used cryptography schemas in human
civilization. It secures communication and
information with the “factorizing problem” that
allows someone to receive certain intended
information and not anyone else. If this
cryptosystem suspends its functionality, modern
life would come to a halt. For example, Internet
traffic and cell phones would not operate
normally, bank transactions would come to a
standstill, and private information of people
would be leaked to anyone. Therefore,
encrypting sensitive data with the RSA
cryptosystem is a vital way of inhibiting all that
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from happening.

On the other hand, quantum computing is a
rapidly-emerging technology that harnesses the
laws of quantum mechanics. Quantum computer
has been demonstrated to solve problems costly
problems for classical computers. For example,
for the large number factorization problem,
Shor’s algorithm can solve it exponentially
faster than the classical computer[4]. As a result,
by using a mature quantum computer, Shor’s
algoritm has significant potential to decrypt the
RSA cryptosystem which highly depends on the
factorization of the problem in the near future.

The collapse of the RSA cryptosystem triggers
further investigations in cryptography[5] to
defend attacks from quantum computers.
Therefore, this paper answer this open problem
by discussing a branch of cryptography that is
robust under algorithms of quantum computing.
In general, the paper studies the histories and
operations of the RSA cryptosystem and Shor’s
algorithm, explains the exact mathematical
reason why Shor’s algorithm can break the RSA
cryptosystem [5], and list the known great
achievements in post quantum cryptography[19,
20,23,26]. In addition, this paper provides an
analysis on the pros and cons of different
branches of post quantum cryptographies and
based on that, suggests a promising path for
post quantum cryptography to remain robust
even under the rapid developments in quantum
counting.

The paper is organized by starting with an
introduction section to describe cryptography
and quantum computing. Then a literature
section is provided to present all necessary
background knowledge required for the whole
paper. Next, the paper comprehensively
discusses how a quantum computer may destroy
the existing cryptography system and reviews
the algorithms which are robust for quantum

computers along with analysis and future
forecasting.

Literature Review
The literature review section will introduce the
necessary concepts and knowledge used
throughout the whole paper, mainly including
RSA cryptosystem and Shor’s algorithm. In
particular, RSA cryptosystem is a powerful
method to encrypt data during the process of
data transmission among different classic
computers based on the difficulty of factorizing
large prime numbers. Its history, operation, and
the availability of security will be analyzed in
the section. Shor’s algorithm aims to effectively
solve large number factorization by applying
technologies in quantum computers to
transform the problem of factorizing to order
finding, which dramatically reduces the time
complexity of the RSA cryptosystem. As a
consequence, Shor’s algorithm consumes
exponentially fewer amount of time to decrypt
encryption methods based on “factorizing
problem”, which can be a severe problem of
data security. In the subsection of Shor’s
algorithm, the history of its birth, the operation,
and the underlying mechanisms will mainly be
presented.

RSA Cryptosystem
RSA (Rivest–Shamir–Adleman) is a public-key
cryptosystem widely used for secure data
transmission. The acronym "RSA" comes from
the surnames of Ron Rivest, Adi Shamir, and
Leonard Adleman, who publicly described the
algorithm in 1977 [3]. An equivalent system
was developed secretly in 1973 at GCHQ (the
British signals intelligence agency) by the
English mathematician Clifford Cocks [6]. That
system was declassified in 1997. RSA
cryptosystem utilized NP hard problem
(hardness of factorizing large numbers), which
will take a very long time even decrypting on
the fastest computer on earth as the classic
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fundamental computer system does not enable
classic computers to calculate that amount of
data in a proper time.

RSA Code Operation
RSA cryptosystem has been developing with
developments in other fields of cryptography
and nowadays there are various applications of
it is not only cryptography on transferring data
on classic computers. Here the simplified
version operation of a commonly used RSA
cryptosystem in data tele-transmission is
mentioned for delving into its key idea of it in a
concise way.
A basic principle behind RSA is the “factoring
problem” that it is hard to find three very large
positive integers e, d, and n, such that
with modular exponentiation for all
integers m (with 0 ≤ m < n):

��� ≡ � ����
and that knowing e and n, or even m, it can be
extremely difficult to find d.

The generation of a simplified version of the
RSA code is conducted as below
Procedure 1: choose 2 distinct prime numbers p
and q
Procedure 2: compute the product of p and q,
name it N
Procedure 3: compute the product of (p-1) and
(q-1)
Procedure 4: choose public key-- an integer e
coprime to (p-1)(q-1)
Procedure 5: make public e and N (while keep
others secret)

During the encrypting process, the sender first
turns plaintext (content that will be displayed to
the receiver after all processes of RSA
cryptosystem) into an integer m, such that 0 ≤ m
< n by using an agreed-upon reversible protocol
known as a padding scheme. The sender then
computes the one ciphertext c, using the public
key e, corresponding to

� ≡ �� ����

The message encrypted by RSA code (namely
cipher text) is then transmitted to the receiver
with public key N and e. The receiver can
recover m from c by using her private key
exponent d by computing

�� = (��)^� ≡ �(��� �)
Given m, the receiver can recover the
ciphertexts c by reversing the padding scheme.

Figure 1. The operation of RSA cryptosystem[31]

An Example of the Process of RSA Cryptosystem on
Data Transmission
This example is changed from “A concise
introduction to pure mathematics” [7].
Choose two large prime numbers p and q, and
multiply them together to get N = pq. Then find
(p−1)(q−1) and choose a large number e which
is coprime to (p−1)(q−1). Next make public the
numbers N and e, but keep the values of p and q
secret.
Values of these numbers are such that

� = 37, � = 61, � = ��
= 2257, (� − 1)(� − 1)
= 2160, � = 11

(In practice, to ensure the security of the code,
one uses primes with around 200 digits, but
these primes will serve for illustrative purposes.)
The pair (N,e) is called the public key of the
code. Anyone who wants to send us a message
can use the numbers N and e in the following
way. First, they convert their message into a
string of numbers by some process such as the
one given above (01 for A, etc.). They then
break up this string into a sequence of numbers
with fewer digits than N. For example, with p,q
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as above, substitute 01 for an A, 02 for a B, 03
for a C, and so on until we get to 26 for a Z.
Then the message
“SMALLBRAINISTHECULPRIT” can be
transformed into plaintext:
19130112120218010914091920080503211216180920.
which would be broken up as the sequence
191,301,121,202,180,109,140,919,200,805,032,112,161,809,20

So the message now is a sequence of numbers;
call it �1, �2, …,��. The next step is to encode
this message. To do this, the sender calculates,
for 1 ≤ � ≤ � , the value of �� , where �� ≡
��

� (����) The encoded message is the new
list of numbers �1, �2, …, �� , and this is the
message that is sent to the receiver. In the
example above,
�1= 191, N = 2257 and e = 11,
and using the method of successive squares, we
have

1912 ≡ 369(���2257), 1914
≡ 741(���2257), 1918
≡ 630(���2257)

and hence
19111 ≡ 1918+2+1 ≡ 630 ⋅ 369 ⋅ 191

≡ 2066(���2257)

Hence �1 = 2066. Similarly, we find that �2 =
483, �3 = 914, �4 = 1808 , and so on. So the
encoded message is

2066,483,914,1808, …

Once we have received the message, we have to
decode it. In other words, given the received list
of numbers �1, �2, …, �� , we need to find the
original numbers �1, �2, …,�� , where �� ≡
��

� (����) . since e has been chosen to be
coprime to (p − 1)(q − 1), we can use the
Euclidean algorithm to find a positive integer d
such that �� ≡ 1(��� � − 1 � − 1 ) Then
the solution to the congruence equation �� ≡
������ is � ≡ �������. This solution must be
the original number �� , and hence we recover
the original message �1, �2, …,�� as desired.

So the receiver can decode the ciphertext as
below
191,301,121,202,180,109,140,919,200,805,032,112,161,809,20
and then by the original substitutions, 01 for A,
02 for B, etc., you finally translate this into the
urgent message:
SMALLBRAINISTHECULPRIT

Shor’s Algorithm
Until now, “factoring problem” is the basis of
encryption for data transmission in classic
computers. Whereas with the rapid
developments of technology in quantum
computers, by using hundreds of atoms,
essentially in parallel, it seems that with the
special physical properties of quantum gates
which can save much time in solving “factoring
problem”, current encryption methods to protect
security of our telecommunication will lose
their functions.

In classical computing, numbers are represented
by either 0s or 1s. These 0s and 1s are
manipulated by an algorithm on a classic
computer in order to produce an output based
on an input. Quantum computing, on the other
hand, utilizes atomic-scale units, also known as
"qubits," which may be simultaneously 0 and 1
- a state known as a superposition. A qubit can
perform two separate streams of calculations in
parallel in this state, making computations
faster than a traditional computer.

In 1994, Peter Shor, the Morss Professor of
Applied Mathematics at MIT, came up with a
quantum algorithm that calculates the prime
factors of a large number, vastly more
efficiently than a classical computer [4].
However, the algorithm’s success depends on a
computer with a large number of quantum bits.
Although any integer number can be
decomposed into a product of primes (proved
by the fundamental theorem of algebra, also
known as unique factorization theorem [8]),
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finding the prime factors is considered to be a
difficult problem. Essentially, our online
transactions are secure because factoring
integers with many digits isn't practically
possible. It was challenged in 1995 when Peter
Shor proposed the Shor’s algorithm [4], which
may be the most dramatic example of how
quantum computing changed our perception of
what problems are tractable.

Quantum Fourier Transformation
Before getting into how Shor’s algorithm works
to be applied as a key tool for quantum
computers to accomplish decrypting encryption
methods like RSA cryptosystem, explaining
“Quantum Fourier Transformation” is necessary
as it is the most important mathematical tool for
Shor’s algorithm to conduct its functions.

The Fourier transform occurs in many different
versions throughout classical computing, in
areas ranging from signal processing to data
compression to complexity theory. The
quantum Fourier transform (QFT) is the
quantum implementation of the discrete Fourier
transform over the amplitudes of a wave
function. It is part of many quantum algorithms,
most notably Shor's (factoring) algorithm and
quantum phase estimation.

The discrete Fourier transform acts on a vector
�0, �1, �2, �3…��−1 and maps in a vector
�0…��−1 by the formula:

�� =
1
� �=0

�−1

��ω�
���

Where ω�
�� = �2π�

��
�

Similarly, the quantum Fourier transform acts

on a quantum state � = �=0
�−1 �� �� and maps

it to output the quantum state � = �=0
�−1 �� ��

by the same formula

�� =
1
� �=0

�−1

��ω�
���

This can also be expressed as the unitary matrix:

���� =
1
� �=0

�−1

�
�=0

�−1

� ��
��|�⟩⟨�|

The QFT (quantum Fourier transform is) a
transformation between two bases, the
computational (Z) basis and the Fourier basis.
The H-gate is the single-qubit QFT, and it
transforms between the Z-basis
states |0⟩ |0⟩ and |1⟩ |1⟩ to the X-basis
states |+⟩ |+⟩ and |−⟩ |−⟩ . Furthermore, all
multiqubit states in the computational basis also
correspond to states in the Fourier basis [9].

Circuit Implementation on Quantum Fourier
Transformation
The circuit that implements QFT utilizes two
gates-- single-qubit Hadamard gate and the
controlled phase gate ��, here in terms of

� = 1
2
1 1
1 −1 �� = 1 0

0 �2��/2�

With �2��/2� = ��
' = � 2� the primitive 2� th

root of unity.
A corresponding graph of quantum circuit
Figure.2 can be helpful to illustrate the use of
these gates in the during the process of quantum
Fourier transformation

Figure 2. The quantum circuit for quantum Fourier
transformation [32]

The quantum gates labeled with represented
Hadamard gates, while the gates labeled with
represent phase gates that are used here as
controlled gates (control qubit, as usual,
indicated by a black dot and a connecting line to
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the target qubit; controlled phase). In the case of
qubits, the quantum Fourier transform requires
gates for the corresponding circuit as well as
additional gates in order to bring the output

qubits into the correct order �� �2 � � .

Additionally, as the QFT circuit becomes larger,
an increasing amount of time is spent doing
increasingly slight rotations. It turns out that
rotations below a certain threshold can be
ignored and decent results are still achieved,
which is known as the approximate QFT that is
important in physical implementations, as
reducing the number of operations can greatly
reduce decoherence and potential gate errors.

Operation of Shor’s Algorithm
The problem that Shor’s algorithm is trying to
solve is that, given an integer N, find another
integer p between 1 and N that divides N.

Shor's algorithm consists of two parts:
1. A reduction from the factoring problem to

the problem of order-finding, which can be
done on a classical computer.

2. A quantum algorithm to solve the order-
finding problem.

Classical part
Pick a pseudo-random number a < N and then
Compute Gcd(a, N). This may be done using
the Euclidean algorithm. If Gcd(a, N) ≠ 1, then
there is a nontrivial factor of N, so it is done.
Otherwise, use the period-finding subroutine
(below) to find r, the period of the following
function:

� � = �� ����
Calculate the smallest r such that � � + � =
� �

If r is odd, go back to step 1. Otherwise, if
��/2 ≡− 1 ���� , go back to step 1.

Otherwise then both ��� ��/2 +

1, � or ��� ��/2 −

1, � are nontrivial factors of � so the
classical part is finished.
Quantum part: period-finding subroutine
1. Start with a pair of input and output qubit

registers with log2N qubits each, and
initialize them to

�−1/2Σ�|�⟩|0⟩
where x runs from 0 to N - 1.

2. Construct f(x) as a quantum function and
apply it to the above state, to obtain

�−1/2

�
|� �⟩|�(�)⟩

3. Apply the quantum Fourier transform on
the input register. The quantum Fourier
transform on N points is defined by

����|�⟩ = �−1/2Σ��2����/�|�⟩
4. Perform a measurement. Some outcome y

in the input register and f(x0) in the output
register can be obtained. Since f is periodic.
The probability to measure some y is given
by
�−1|Σ�: �(�) = �(�0)�2����/�|2

= �−1|Σ��2��(�0+��)�/�|2
5. Turn y/N into an irreducible fraction, and

extract the denominator r’, which is a
candidate for r.

6. Check if f(x) = f(x + r’). If so, the algorithm
is done.

7. Otherwise, obtain more candidates for r by
using values near y, or multiples of r. If any
candidate works, the algorithm done.

8. Otherwise, go back to step 1 of the
subroutine.

To summarize, the algorithm is composed of
two parts. The first part of the algorithm turns
the factoring problem into the problem of
finding the period of a function, and may be
implemented classically. The second part finds
the period using the quantum Fourier transform,
and is responsible for the quantum speedup.
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Figure 3. The operation of Shor’s algorithm in a
quantum circuit [33]

The Time Complexity of Shor’s Algorithm
On a quantum computer, to factor an integer N,
Shor's algorithm runs in polynomial time,
meaning the time taken is polynomial in log N,
which is almost the exponential acceleration of
e for the most effective classical factorization
algorithm known. It takes quantum gates of

order �((log �)2(log log �)(log log log �))

using fast multiplication thus demonstrating that
the integer factorization problem can be
efficiently solved on a quantum computer. This
is almost exponentially faster than the most
efficient known classical factoring algorithm
which works in sub-exponential time:

�(�1.9(log �)1/3(log log �)2/3) . Such acceleration

will break modern encryption mechanism such
as RSA on a quantum computer [10].

Discussion
The discussion section discusses why and how
Shor’s algorithm can destroy the RSA
cryptosystem based on the knowledge in the
literature review section and reveals the severe
consequences in data security as well as in
finance. To defend the cryptosystem against
quantum computing, the section then introduces
multiple categories of effective post quantum
cryptography, which are designed to be robust
under the attacks of quantum algorithms such as
Shor’s algorithm. In particular, these post

quantum cryptography algorithms include
multivariate cryptography, code-based
cryptography, lattice-based cryptography, and
Hash-based cryptography. The main properties,
applications, and development of these
categories are next disussed. Furthermore, by
analyzing the pros and cons of the above
cryptographies, suggestions for the
development of each are provided along with
concluding a promising path for the post
quantum cryptography.

The Collapse of RSA Cryptosystem in the Future
The security and robustness of RSA is based on
the assumption that factorizing large integers
into a product of prime numbers is
computationally intractable. As far as known,
this assumption is typically valid for classical
(non-quantum) computers, which also means
that the security of RSA relies on the practical
difficulty of factoring the product of two large
prime numbers, the "NP hard problem"; no
algorithms run on a classical computer is
proved to be able to factor integers in
polynomial time.

However, Shor's algorithm—a post quantum
algorithm, theoretically succeeds solving this
problem, which transforms the NP hard
problem into an order-finding routine that is
assessed on the quantum circuit as illustrated by
the use of quantum Fourier transformation in
the literature review section. As professor
B.P.Lanyon and his colleagues indicates
practicing a compiled version of Shor's
algorithm in a photonic system using single
photons and employing the non-linearity
induced by measurement in 2007, which is the
first time people demonstrate the core processes,
coherent control, and resultant entangled states
that are required in a full-scale implementation
of Shor's algorithm [11] and consequently prove
that by taking the Shor’s algorithm, it becomes
possible to finally break the RSA cryptosystem
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by ultimately constructing a perfectly-designed
quantum computer for Shor’s algorithm.

Severe Consequences of the Collapse of RSA
Cryptosystem
The potential collapse of RSA cryptosystem due
to the developing quantum technology will
bring damaging impact on the daily lives of
human being because RSA has widely essential
applications in various industries. It indeed
implies the fact that NP hard problem, which
we used to consider as the most powerful
mathematical tool to secure our data loses its
time complexity because with a suitable
quantum circuit, post quantum algorithms such
as Shor’s algorithm can solve factorizing a huge
prime number within seconds but it takes
approximately thousands of years to factorize a
200-digit prime number on the most powerful
classical computer by applying Euclidean
algorithm; the key of the NP hard problem is
the long-lasting time exploited in the process of
prime number factorizing.

Data security an area where RSA plays an
important role. RSA is one of the most
important cipher suites used in TLS (Transport
Layer Security), which is used by HTTPS
(Hypertext Transfer Protocol), so RSA may be
used in any connection to an https: URL
(Uniform Resource Locator). In addition to
security on transmission as explained in the
section of literature review, Secrecy in storage
is usually maintained by RSA cryptosystem
where the user can provide the key (in this way
RSA cryptosystem is transformed to use one
key only) to the computer at the beginning of a
session, and the system then takes care of
encryption and decryption throughout the
course of normal use. As an example, the data
on disks of personal computers can be
automatically encrypted with a variety of
hardware devices. When the computer is turned
on, the user ought to provide a key to the

encryption hardware. The information cannot be
read meaningfully without this key, so even if
the disk is stolen, the information on it will not
be useable [12].

Another important use of RSA cryptosystem is
in economy. In the current financial system, the
data stored in the servers such as the details of
credits and debits of a multinational company
apply the RSA cryptosystem or similar
cryptography methods based on the NP hard
problem for its high time complexity to avoid
intentional attacks from the third party. In
addition, Banks use encryption to secure
sensitive information like credit card numbers
or bank account information.This data is very
crucial and if they are in the wrong hands it can
ruin the banking system. Criminals may use this
information to access customers’ bank accounts
and withdraw or steal funds. Customers’
accounts can also be used as a medium of
money laundering.To secure the customers’
data, encryption is used in which all the data is
encoded before saving. In ideal cases, only
higher management has the access to the
encryption key but the collapse of encryption in
bank system will lead to unauthentificated
access to the data of banks so as to break the
function of bank system. Another important use
of it is in block chain, which is the basic
principle of cryptocurrencies and the
decentralization computations of digital assets
in economy [13], a third party who would like
to change or read the content of a single block,
would have to essentially solve the RSA
problem: finding the private key by solving the
NP hard problem, which as mentioned, takes
more than thousands of years on the classical
computers. These damages

The collapse of RSA cryptography due to
solving the NP hard problem will force the
RSA-based encryption algorithms used in these
important areas especially the finance to lose
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their functions, which means that the third-
parties can easily read people’s private
information as they wish by operating Shor’s
algorithm on a quantum computer and
fundamental data of servers can be easily read
and changed by those people, thus leaving great
potential threats to the developments in various
areas.

Post Quantum Cryptography
As discussed in the previous content, the
problem with many of currently popular crypto-
algorithms is that their security relies on a hard
mathematical problem: the factorization
problem, which can be solved on a sufficiently
powerful quantum computer running Shor's
algorithm. Even though current, publicly known,
experimental quantum computers lack
processing power to break any real
cryptographic algorithm [14], many
cryptographers are designing new algorithms to
prepare for a time when quantum computing
becomes a threat. The theory of constructing
these algorithms are so called post quantum
cryptography-- An area of cryptography that
researches and advances the use of quantum-
resistant primitives [15], with the goal of
keeping existing public key infrastructure intact
in a future era of quantum computing. Intended
to be secure against both quantum and classical
computers and deployable without drastic
changes to existing communication protocols
and networks.

Efficient Post Quantum Cryptosystems

Multivariate Cryptography
Multivariate cryptography is the generic term
for asymmetric cryptographic primitives based
on multivariate polynomials and solving
systems of multivariate polynomial equations is
proven to be NP-complete [16]. This includes
cryptographic systems such as the Rainbow
scheme which is based on the difficulty of

solving systems of multivariate equations
whose signature schemes like Rainbow can
provide a unique building block for quantum
secure digital signatures [17]. However, with
long-lasting investigations in this post quantum
encryption method, some drawbacks of it have
been revealed and noted. As Adam Thomas
Feldmann indicates in “A Survey of Attacks on
Multivariate Cryptosystems” in 2005, Attacks
using Gr¨obner bases, the XL algorithm and
MinRank-base [18] can be useful in efficiently
break this algorithm. In addition, due to the
property of multivariate polynomials used in the
multivariate cryptography, these attacks seem to
be inevitable.

Code-based Cryptography
One of the few mathematical techniques
allowing the construction of public-key
cryptosystems that are secure against an
adversary with a quantum computer is code-
based cryptography [19]. This includes
cryptographic systems which rely on error-
correcting codes, such as the McEliece and
Niederreiter encryption algorithms [20] and the
related Courtois, Finiasz and Sendrier Signature
scheme [21]. The main drawback of code-based
schemes, including the popular proposals by
McEliece and Niederreiter, are the large keys
whose size is inherently determined by the
underlying code, which is found to possibly be
addressed by the use of rank instead of
Hamming metric [22], but is not clear in the
observable future.

Lattice-based Cryptography
Lattice-based cryptography is the generic term
for constructions of cryptographic primitives
that involve lattices, either in the construction
itself or in the security proof. At the moment,
lattice-based constructions are important
candidates for post-quantum cryptography.
Some lattice-based constructions seem to be
resistant to attack by both classical and quantum
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computers, unlike some more widely used and
known public-key schemes such as the RSA
cryptosystem and many of them are considered
to be secure under the assumption that some
certain computational lattice problems [23]
cannot be solved efficiently.

Hash-based Cryptography
Hash-based cryptography is the generic term for
constructions of cryptographic primitives based
on the security of hashing [24]. Hashing is a
mathematical procedure that is easy to execute
but is incredibly difficult to reverse. The
difference between hash and encryption is that
the encryption can be reversed or decrypted
using a specific key. The most extensively used
hash functions are MD5, SHA1, and SHA-256.
Some hashing processes are considerably harder
to crack than others [25]. A Lamport signature
is an example of this cryptographic system [26].
A hash-based digital signature was invented in
1982 by Ralph Merkle [27] and has since been
studied facinatingly as an alternative to number-
theoretic digital signatures like RSA. The main
drawbacks is that for any hash-based public key,
there is a limit to the number of signatures that
can be signed with the corresponding set of
private keys, but compared to the drawbacks of
some other known post quantum cryptograhies,
it is not a severe problem because it will not
affect its strong capability to resist attacks from
quantum computers. Note that all the above
schemes are one-time or bounded-time
signatures, Moni Naor and Moti Yung invented
UOWHF hashing in 1989 and designed a
signature based on hashing (the Naor-Yung
scheme) [28].

Future Directions of Post Quantum
Cryptographies
The pros and cons of each of these efficient post
quantum cryptographies are concluded in the
last subsection. To survey the most promising
path for the post quantum cryptographies, this

subsection is going to give more details of each
cryptography and compare their advantages as
well disadvantages and give suggestions of
which one is more promising in different
applications.

Due to the inevitable attacks to Multivariate
cryptography[18], it probably can not be
considered independently as a mature base of
cryptosystem resistant to attacks from quantum
computers though it is proved efficient against
certain attacks[18]. Its developments will also
be restricted by the solvability of multivariate
polynomial, which might be progressed with the
development of quantum computers.
Considering all these flaws, Multivariate
cryptography should not develop as an
individual field of cryptography when applying.
Instead, it seems promising to utilize the
features of multivariate polynomials in other
maturer cryptosystems as a double ensuring of
data security.

Code-based cryptography has exceptional
mobility and plasticity[19], which may result in
great advantage in the future because it means it
can be conveniently transformed into other
cryptosystems as a functional module. Though
the large keys that can create large load on
computer are not determined to be solvable (a
potential solution is the use of rank instead of
hamming metric).
Lattice-based cryptography is based on certain
computational lattice problem such as shortest
vector problem[23], which, like multivariate
polynomials, may be solvable with the
development of quantum computers[29]. But,
currently there is no known efficient types of
attack that can break it, which means, in the
near future, it can act as temporary defense
against high-load attacks[23].

Hash-based cryptography utilizes numerber
theoretic principles- properties of Hash
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function which, like the use of factorzing
problem in RSA cryptosystem, has high time
complexity if cracked by classical algorithms.
But Shor’s algorithm can not crack it as well,
which implies its high efficiency of defense
against attacks from quantum computers. Its
main drawback, as mentioned, the limit of the
number of signatures that can be signed with the
corresponding set of private keys, may lead to
inconvenience in some practical uses but is not
negative to its capability to resist attacks[30].

In general, based on the above, the future
development of multivariate cryptography and
code-based cryptography may be somewhat
limited. Lattice-based cryptography is
recommended as the main defense in the near
future since the lattice computational problems
are proved to hardly be solved. Furtermore, the
Hash-based cryptography may serve as the main
post quantum cryptography to act in
cryptosystem, because it has also the mobility
and plasticity for its mathematical properties
and known threats to it is proved negligible to
its main function to resist against attacks.

In addition, the Hash-based cryptography is
proved efficient in practice because it has been
used in finance. Except that its use in securing
regular data such as bank accounts can be as
powerful as RSA in face of attacks from official
computers. In particular, When a company
learns that the passwords of a network have
been compromised, it typically means that
hackers have obtained the password-
representing hashes. Hackers then run the
hashes of most used words and combinations of
common words and numbers to decrypt some of
the passwords that users have saved. The
cybersecurity industry is now using the salting
mechanism. Salting involves adding random
data to the password before hashing it and
storing the salt value with the hash. This
process makes it more difficult for hackers to

use the pre-computation techniques and crack
the hashed data they have acquired. It also plays
a important role in blockchain. Cryptographic
hashing has long played a part in cyber defense
and is poised to drive the coming wave of
blockchain applications. Rather than other
cryptographies listed which may only be very
effectively functional in certain areas, Hash-
based has other important uses in addition. For
information-security applications, It can have
notable usage in digital signatures, message
authentication codes and fingerprinting etc.

Conclusion
To conclude, this paper explained the detailed
operation and mathematical principles of the
RSA cryptosystem and Shor’s algorithm and,
based on that, explained further the reason why
cryptography in the past would lose its
functionality to secure data dueto the maturity
of quantum counting and the discovery of
Shor’s algorithm by comparing Shor’s
algorithm’s complexity and analyzing the
polynomial time of the operation of Shor’s
algorithm. To deal with the threats with the
development of quantum counting, this paper
studied four main branches of post quantum
cryptography and analyzed their pros and cons.
In addition, this work gave some suggestions
and pointed out a path of developing for post
quantum cryptography based on the analysis of
existing branches post quantum cryptographies
and their mathematical properties.
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